
SOLARWINDS BREACH  
Please confirm you do not (and have not) had SolarWinds Orion implemented in your 
environment for the last 365 days. If yes: 

• Have you at any time run a version of Solarwinds ORION vulnerable to the
SUNBURST or SUPERNOVA backdoors?

• What measures have you taken to investigate the potential malicious activity in
your system?

• Can you confirm that there is no evidence of malicious activity as a result of this
vulnerability on your system?

MICROSOFT BREACH 
Does your company utilize on premise versions of Microsoft Exchange Server? 

 If yes, have you applied the patches to the 4 identified vulnerabilities: CVE-2021-26855,
CVE-2021-26857, CVE-2021-26858, and CVE-2021-27065?

 If yes, have you reviewed your environment for the Indicators of Compromise (IoC) and
confirm that none were found?

 Link: https://www.microsoft.com/security/blog/2021/03/02/hafnium-
targeting-exchange-servers/?/
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Yes    No 

https://protect-us.mimecast.com/s/i1U7C68KNpH9ojRpupKSee?domain=microsoft.com/
https://protect-us.mimecast.com/s/i1U7C68KNpH9ojRpupKSee?domain=microsoft.com/
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